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« BAE

A H R

o B

gl WMEEh. RREESN. SlEh

« &Y ER

PrEfE T, RO, A, SXPFE G, B R, XY RAFE, LAN-Free jth
o B RS

e ft 6 MartoitXl, 2R —k. NN BR. 8E. 8H

o BEatr

BdEEgn, B, ZimiE, Winsfe, IREEEEE, RElaomEE, REmEE, 2l
. RE A

IRSIRE. BIINIRE, TR

 IRE HbR

FEHIRE., SHUIKE. BRFWE (Windows il Linux R HBEKE), FHIKE (BRERGIIXHIRE R
X5 A7 #E, Hadoop)

o PREIEIT
WAL, WERE., WERE (R, BEXEE). dryrun, FEASHEETT




2 IR

fezeim e B Z A, FRERTNE DA R 25K

1. HRATE S AAE CZARERE, WIE&EMIRS . Filiks a4,

2. g G OlE— 2D AR E R E B A R, A A X SRIn & 2 6 N BRI T & ik
=

wiE: B A O TR RN E., BUSVFRNENAUH . BE A e T el s Mk Z MEl, &
AEH,




3 IR MALE

BRIt IR, T ZAE SRR AL 2500 & A QP

3.1 RiEIEE

FE AR Z AT, JelOR SRR E EA LRI PR AR IR RIE ALY IR .
ML RGNI XA EIRE . SFHIRAEES:

« Windows XP/7/8/10/2000/2003/2008/2012/2016/2019
« Ubuntu 12.04/14.04/16.04/18.04/20.04
e Red Hat 4/5/6/7/8/9

e CentOS 3/4/5/6/7

o AIX 5/6/7

« SLES 9/10/11/12

 Solaris 9/10/11

« HP-UX B.11

* Kylin V4/V10

* NeoKylin 4/6/7

* Debian 6/7/8/9/11/12

* OpenSUSE 10/11

« UOS V20

* Asianux Server 3/4/7

* openEuler 20.03

o BEEL IREL M PRTE

3.2 TR
S (P AT U224 1 Windows Al Linux, 5T DURBFR SRR 24 77 1%,

3.2.1 Windows k&5

Ee e N ST

1. BRI EEHIG.

2. R, Sl (3R], A (3] oam,

3. FLAEMN, s [L3N8] 28], HEA [LARPE] o,

4. [DERERSL) 158 “Windows”, [%3E77] BNIERE “bat JIA”, thAaTDhkEE “exe R,

o 4TS “bat A"
(1) EEMPIRPEEE S BB, EAEHAR R 4 htial “6EH bat” F00 MY URL ik,
(2) ¥#FTNEPREGIEH 0% SSL #IR” 1 “MiFRZ3ea” Mgk,
— Mg SSL #HIR: RIS R MG SSL #51R,
- MR £ Windows A2 2B AR T2 230,
(3) i B ERBIRAIK 8 5% Windows 4, SUEf2iE#S] Windows 4L,
(4) R bat, i [EM] #5, 78 Windows EHLAYIEYERF ARG URL Hiidl, %0287 NEiZess
S
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(5) Ffe MEGERUR, iz I T2,

o ZETTRIERE “exe WEERF”

3.2.

1.
2.

L

7.

(1) 1%E#E dbackup3 kM2 a1 i TE,

(2) (#HHESEHBRAK &5 Windows T4, siZfEi%ER%] Windows EHL,

(3) ¥ A Windows B Z2 2245 U1 2 Windows FH1,

(4) £ Windows FHlH, WHHEMLER, fTAZERS, A& [(F—¥%]

(5) & [EHfE) #IkA, @ik (File), sidi [F—%),

(6) 7 [(Ffssastht] M AREF, MARMHIRSSI [P 8384,

(7) [#tMRssawnnid] ELAED 50305, A4k [ SSL Z4ai%iz), WITE [FiiRs54aumi] i AAE
HIHE 60305,

(8) [Access Key] 2— A&, ERIMENZS, BEMRSHEZHPAER, B30 mECEH 0
Access Key,

(9) HE7EMK, it [Next],

BTE: KRBT PR Access key: Bspiligsfiil e, <t bA [DARE], dEF (KSiRE] £ [E
1EI] %% Access Key, i [BEF], KECHRTERAF /MK Access Key,

(10) Wik [Z3ERIR] sk HMABEITRIEEE, fd (F—%),
(11) FRFLARTE,

2 Linux #{ERSE

Linux #F RS SCRHES LA M 2B, HEFELR L 3T

TEgkzeds: WS curl 2 wget @ 1E Linux £ 22,
AR 2% (REURZEEA T 1ER) AR,

TELZAEBR P BRAN T -

ieeS it

e, i (B, #EA [BEIR] oim,

FELAMSH, mdi (Z3RPE] 148, A [3CBR] DU,

OEEERSGE] e “Linux”, DERBIR] s S 5, E280RIP R 4 HHHELEA curl 71 wget

220 A
LEEMD,

I WREARLE Linux B2 B BahFR FER 20, 1Ea0E UMBRet], Rk
(2% SSL #41R) I, PR XBMIEREHIR, HiRalk, BEERgERings, HMERNER
MR YIN DOEEEZ RYRSHATT,

YeREH curl 5k wget, sl (BEHI) 15, HHIZERS,
{1 root B3 Linux FHL, fERHUGLMMM 2, RIEFHT R 2%, m:

curl "http://IP:80/d2/update/script?modules=file&ignore_ssl_error=&access_
—key=7dc57757b7e675f2ec54951801f90ac70&rm=&tool=curl" | sh

FRFIETE

3. RPN E
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3.2.3 HitfERGE

HR(ERS S Solaris, AIX. Linux ARM, E/™FH§ERS, 2% (RERZEM P iEr) RN
B

3.2. LAM A CPL 5



4 WSV ERZRUR P

B 2L E, R E (BEH] i, 23RS HBIE R Tl E&NIKE 20, &H
BAEME R G EM TN, BUS XS MVFAE, FHEEBHRP,

BRSBTS

1. fERHE, s (], AR,
2. EENIIERA, REAEFER TN, SAdENR GEM] 28, S3d GBI a0, <& BR%.
3. 7 (B8] mmisdi (R2R] 5, 29l (RE] &0, REENISR, IEBREdEmMLS, EEEiEmati,
P, EEZR, sl (R,
o BFR: A] BESORE ENER,
o BUEMZE: AERCAE - LT ETRIEImLE,
« HIEMZRH O BREZENAEIESOEIRMAE ARG O IP Hilk, S5 IPv4/IPv6,
s AP SBOZRIRS 4,
o LRI BARICNZ AT IRR TCIE I TR E SR E IR B bR, BRAFEEE RBERIZIRIC,

J;i:
1. FHHER “YFANEARR”, AR 55 P B i el ik,
2. HREEER S, BITIrE REeeR s, EER GitEEm]. GEEEGE] M1 GEERA],
DUR/DIREIREL, BAREESR CEEERFTEE) WtEEM/SAZRET,




S &b

5.1 &I

WEN I E Rt HESD, REMESM =MEE0RE, RItzsh, RS
‘s S,

« ERED
BIRERGIH KRB, W — MR REIATE B SRS TR — N2 235 0L
- HERD

wasnETEeshilE, &hit-Rehs (BEeE&h. HEsh, RPWMESN), IraREZk
WIS s

« R ESED

AR REMETEesMmolE, & L RINZE2&E0 RIS,

« ARED
HRGHEMELREED, BEBUIOVEERN, BEIGREMEN, ket SRSl ESNEmRE—

e, LRI eEnEIA, GRE D EENTR&ERERMERE, ErTPOEE “RINKE" BRI A SRS H
Bl JCTR AN ERSE DL o RSN 17 2 R

5.2 &R

Rt 6 Mk, ZE —IR. B, R BE. BH.

« B (RLOERBLALT.

¢ W PRI K,

o AN (NG AN BT ISR P ARG /I 3 60 U S 7

R (U DREE R R RN I 5T

A (RN DNREE R R BRI (RN I T

C A (RLAERIE A ORI R SE AT

BERFR PSRRI R, LB AR A ) G, DG, HEREEL P PR AL A S0

L Setely: SRR REMORE (BIAIAA) T Roe 2w, RS ED TR
AL,

2. RS SRAELSIMEN (PSR 02:00) MEF VO REY, TATIEHLT & IEA R (N
BRAERR A1 — DT THIN T,

3. BUFUMEALY: RUREOIAR, MO RKEBR AL ), BRI UK 2 246 ARG —
WEBUM R, (RREEIR .

ERBRII D), T T A R

AIREG: BRINT AR, FIESFRE TR LA,
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5.3 JFUE 2 Hi

TEEIRE S Z AT, FHRUECSERAN RRIE:
1. &7kt
(1) fEdgERpssd, mdi (#ifih], EA [efit] oim,

(2) ERRXEGHAEF R, WRRH, §2% (EHAMfaME) NEEFER, QIEEFHERIFRN
aanEH A,

i ARSI RINEEOR AR 2%, A e AR 45
(1) BTREFEBEH SUFER&EN", “XFRIAER" Kmiral,
(2) BEREARFEHAPIRAAF “Fifith” Lo “SCrramith” FFaeR=Z w0 - a] DU SCr& kit

5.4 G35

IR RS/, USRI a2 & B SRSCFRB, XSS JiiE, & SRRSO IE B A
WETT R
« BIERGUAIE
BRI ERGUE R P B RS %,
» Access Key
{5 F S Al A FH Y Access Key S IRIES SR, 1&EH T IRiR R BURIE RS P B 8O0 A& i SR 1Y

=
Hlo

ik
1. Access Key INIEERIAKR B, BEIFR, FHEFmgEtla, EA ORE] wm, 177 (Z2] R8T,
)% [Access Key Bsr52Hi],
2. ZRELVFHF Access key: Bspizfila, mdifi A [PAKRE], &8 UkSRE], £ (EiEm] %3
Access Key, Ffridi [&EF], KEERTERHFH Access Key,

SR SLBIR IR :

1. e, sl (BRIR), A SR DU,
2. EENFIRA, HRESCHMEIN, mEEN, BFEINEFERGR, YEVERERZN, Er]DM#EH TR
) (R] e s E 6L
3. M HFEsEpiny (B, s [(Bsfk] @0,
4. 18 (B3] @O, MEFRZEERINES K
o &P (BMERGUAME), #ARERSH (HP] M (L), b (B
o %% [Access Keyl, i AYpiggd&Etla R Access Key, st [Fatl.
5. {[FEIEMA, $ERESEI,

8 5. #&fn
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5.5 e

1R, i Gtr), A (#fr] o,
2. 175 [FHUMBEIR] o, JERECPEARfE ENRISEHI, Bapke (F—H],

3. 178 [y NE] i, w1 (@R, aikEmBainnst, sd (P21

Sl TEEN e

EHAE B w file
B ® 8N
O & cC:
B R &0
O & $RECYCLE.BIN

[J & System Volume Information

B & & test
=1 filel.txt
= file2.txt
O&zZ

(1D (Y] EEseesh, MaEsh, B ESmSE K&,

i T ESEOMAR RSN, (WHNE] PRATREEEE2S NN, TRERIEREH
SRS

(2) middi + ] DURITSCARR,  BES I SCFE %,
(3) WIRZLIE (HOIWA] HiRE SIS Rk, lnidi [ NaE] T BEEdR], =3t O
] HH,

kAL HRASERE N AR HERR, A LBOAHRR, X TERIAHERRE B sRAscrr, fEn] A
Bt X7 CRHHERRAER, AT

£ Linux k:
o INEFWRGIMN [FHWNAE] HHBR: /proc. /sys. /etc/opt/scutech, /var/opt/
scutech,
o BUAES NHERRDARE S /tmp, /var/tmp. /var/run, /runfl /dev/shm,
1£ Windows _:

o DUREREEFIMN [N E] FHEBR: pagefiles . System Volume Information,
o BRATEOUNHEBRDA RS2 * . tmp,

£ (uEER) @ih, fEn] DAAIT DU #RME:
o HERRIETRE S Mo fn] DABGHIE FIZ SBRE RIS I8 As . W RZE M Oy AR HERRIE L B s,
A DAFEHERR A A B SRS A4 FS 4o
o GUERZEMHERR 9 B SRS R B LS H SRS, Sn] DO PR & BEME TR B SRER 244 RS A
Fio

5.5. flEO e 9
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B Blan, HHZX /test 1 /data, £ /test FEEE N, A XHZ . txt, B XE
.dat, FTEMEA /data Ml /test FHFTE . txt XX,
1. EhAE [#NE] &R /test #1 /data. REHF DIiESR] &,
2. TEHEBRHHIA /test,
3. ERMFEIREIFMA * . txt,
4. FERKZHE /data PAITEEEEFRNES /test THY . txt XX

X IEECRE * 828 BN, (BRI 7E DA N a5 H st
root@ubuntu:/# tree /backup/
/backup/
L— test
— group_1
| L— sub_group
| — filel.dat
| L— filel.txt
F— group_
| L= sub _group
| — file2.dat
| L— file2.txt
L— no_group
1 ISR AT
HERR wHE R
/backup/* /backup/test/group_*  #f7 group_1 1 group_2 HEKEME T H I,
/*
/backup/* *txt A DAtxt g5 RS HEL S no_group H %,
*txt IR EE R txt 45 RIS AN R B 5

4. 1£ [&PrBEM] v,

ERE—MEE, Sl (5

ik WEasORRYESNE (B HR] P&, dT0enn EhHR] 5 (BHWE] PRbiE
PEREL S 2 A AL

5. £ (& fritRI] vim, DIt

B, SEEMHEE, Sl (F—$]

BN, REIFIEN SR, AT REEEl— RSB TN REE, AL HRITRIR

o 3R CSZEDT, PENEOTEERAT,
o JERE T, BEEIEALAYTT AR L,
o R

R TRI R, BRI N B B
Jpries
o R

H .
iz STE I

R, WREIFFARIL AT FIRIRE, SR,
7, RO, TR R, G, IR PR

BB RITHAR T, ER(ENSITIVA 03, %R ARBERH, st A KRR H .

6. £ (FOn&mi] vim, MREFRZREFINEDRSIIEN, SHEMmEen. sd [(F—F]

10

5. &t




File s PR & 6 TH

48 R

iBiE & 1

(SBE 1~255)

7. [5epk] Tim, B (Elkd), IFREFLERREEAIR sd [ER]
8. TEZIE, HEBERRIELITH, AOERT DO TIHA, Bk, ik, MPRSEERE,

5.6 #{riZw

EE SR DA A i I
o HRLEIT

® 20 FhOrHE MR

YikE ik R il ¢ B

JE NNV SRR

- NEgE: EEEP ARG,

- AN B URGESG, TS SR,

- PR Firid T EgE, ERREEEEE.

HIEE THRIZEI R 12 & R EE RGN 1, 0N 1~255, | (22 & MG K
LIS B >Fo
— IR CPU O —5, #id CPU OB JaReRE R
1,

&y B A R, EEEEOA Y 1 (RRER — P IREhE),
e BRI S A 2 R R E

o EYUEIN:

* 3 WS YNEI

Yk g BRI ¢ B
WLk BRI N ] X 1~60, BNl FERER RIS & A S5 2 A E R

MELHEAT
Wi g hIX REW SRR AN, BAN 10 MiB, AIRZE M DXCRHFEE

ZYENLE, BERSEER TIIREMN X Al 7 [ sE ok

Ao
BIR Al e a2 A o3 i B BRI i . BAA0h KiB/s, MiB/s 8¢ GiB/s,
BR il 5 470 Jk e Aoy N BRI AL SR, 8070 KiB/s, MiB/s BX GiB/s,

R

5.6. ik 11
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K3I-FEEW

b= fiiid B il 15 B
[iiF=%-5G5 PENV TSRV, SATEFAA SN T, R

ZIRIRESo
AT /5 B REA AT B IIATECEN GG R T i ar R, 5 B IAAE 1R

I a .
PRAg BOINEH, AN SFERBURE, mREd RIRHT —BEs | {X Windows & 4t

fire XF¥o
RAGRTE/JFEIA | ATERALEENHAE R TS0 N, JFEMALEREE | X Windows & 4t

% 1y NTFS ADS #1
ACL

HIXEIHRE

HIAE D E]FE

T &R Al

BXIERS

Reparse Point 287!

RAFH*

[ SRR A

TR, BN RIS P R IR AT R,

¥RINB H, f{#H BackupRead API # {7 NTFS Alternate Data
Stream FI Security Information, Bijik#& 3t CIFS 2 H
ADS 1 ACL (MR GEN, TEIiB4TIFXF (CreateFile) %k
o

T M2 HEIRE R K S B0y N, IR RE, JEER
0~10 /X, EKIAN 0,

FH T 0 4% 55 TR S SR I8 S B0 0 R KU, RIS ORI RR. VERELY
0~120 7>%f, BKIA 30 7r8h,

BN BB, A I A R IR NIRRT S A

BRINGE, Yankht, ABOEIEREE X SRS, Ak
i, EEREZDNHEZRN, rlgEXEHRENN 2N ARG, X
BN REFAN X RAER SIS, Flan: Fa. bflc
=/HX%, afibET xfs RS, cE@T tmpfs RS,
TR ERET xfs XHRS, MLAERNRES a f1 b B,
EMREFMER afl b B TR XHRGES,

Windows RFUTE K EMIIEER, FFEEE dedup.

SO IIE22 17 H 5%, Windows ZRIAE $APPDATA/scutech/
dbackup3/agent/tmp, Linux #KIAE /var/opt/scutech/
dbackup3/agent/tmp, HA]DUESEEE X HZ%,

MRF AR S, EHBEER 1, WREHEERE AR
SR L7 g, T DAE Y 1% B 2 i 7 S LA A

o

{¥ Windows & %t
¥,

Windows % 4 1~
B

Windows & 4i 1~
X H,

X Windows & %t
B

12
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ENARETR, et mRE 7, B
o IR RTRE

ARG R B ZRN, AT DA I [R] Uk 2 DD RER SRR 252 OB R RCIRAS SO TR ARTRE
SFANMSAUIKE, AT AR B 2R B B SRR

* RIS

Rt (AR 55 s H B SR 5  SRIEI HE 0T USRI PIE IR S . SCAFRIN TR E B IR IR TR, BRIRTHFE D, T
B R AR AR i A SR A AT PR

. THZR
gigt i, R 8. BREHR, STRRR SR o & O 5 A RS 2 AL A 12 sl A LS 1

6.1 JFiG.Zhi

QR S EIEM A, FTEAEZ BN, B AE, R SR IR M A 42
B,

6.2 B IR E L

OISR AU AL A2 SRR -

1. fERHE, s (KR, A [KE] 5T,
2. £ [TEHUMIBEIR] i, JEFESCPEARfE ENURISEHI, Aahpke: (F—%]
3. £ [wtofk] vimh, seRibl MEfE:

13



File g5k E I 6 TH

friifith

BE@

X

standard_pool

HMERTM S BRERE.

Ffja] =ik E

= m file
B @ she
B & M 2 EMRFRN
(& 2023-05-06 16:08:34

BB @ mExH

B & &Edy
B M & test
=1 filel.txt
=i file2.txt

(1) (#ifiith] BOMEFRME LR BFRIKE, ADEMEREC LS MERAF i, S5 it E ST

A = Hit,

(2) [PREIRT] el ik

(3) £ (RENE] FIk, IEFERERE N0 HEN .

(4) e OF). BOARE S RAIIFTASCH, WAl DAFa) “BH/aE” S E M tf. tal e
PR METERSUHTIRE.

/i

&g,

1. WERELFHER U4, EARILECH R4, Al —REREZ N, ke, * @ERE s, “?7 PLhd
BAANERF, “F7 PLECZANTRY, @1 B EAN S test_1.txt, test_2.txt, 1_test.txt, 2_test.txt, file.txt
TZEAER N test*txt, ?_test.txt. file.txt A DADTACH DA E A AN

2. TEVKE DT AN SZHRA A HIAF i A LAN-Free &8 s fF, ] DUEI 1R AL B R) sk &2 % B

4. £ (IREBEW] Wm, SRHREEIAESSREN. BaBkd [F—$],
5. 78 [REIHRI] oam, ke “Z2R0” s “—k7, mdi [F—2).

o MR CSZRD, PR ATEIERALT.
o R XD, REEAITTHEREL

6. £ [(MKEEW] Tim, S5REIEN, RI\MTRHTRE, &di [F—%].
7. 18 [5eMk] TUm, REMELAE, HMARENE, mdi R, FEELHRT.

8. TG, BaBEEIEL T, ZIEn] DO ENE T A, B, MHERSEEERERIE,

14
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6.3 QIEHIIPRE VR

/i
1. XHFRIRR S DI RE R BRI ARSS 28 %% dbackup3-nfsd £l
2. XPFERIERE DhRE H il FSZ R R E it CORIEH 2 EeEREEINE) & it B &5,

ORI PR (LA ZRAN T -

1. R, sl (RED, A [E] T,
2. £ [FHUMBEIR] i, JERESCPEARfE ENURISSHI, Baipke (F—2]
3. 18 [sfrfR] vim, SeRblNRME:

gt file_composition_pool - Q
HMERTMEHIELFBIRERE,
s =R BN iR E =
BEARE | g g fie
0@ ahe

& i SRS fFL3
B 15 i SasEffrd 1
(& 2023-05-06 16:12:03

(1) (#higith] BOMEFTRNE LA BARIRE, i ER C A i BAF i, AL HIr R
A H A,

(2) [PREIR] IR

(3) £ (REWNE] FIE, EFERERE N 08N E .

(4) MEFEERETNK, sdi [(F—%].

4. f£ [Fih] i, 2Rl M RAE,
(1) (S]] RESHERR. BEERTE 87, JeER/ IFk, KEN 2-30,
(2) [ViklFmzI#] mr AR Az e ARG AIER, STRARE AT IP BB, * FoRAEAT B AR

CISGIEIR
(3) UkkHsidomng] SCAHENR R S T BRIAAEEH, AE RN UTES Bi2%mi%, nli%Es: GBK., GB18030 ¢
BIGS5,

S
EEFIH=E @ *
+ | —
FIREEZRE @ TMEHA v

(4) [magidmi] BOANSEME, (ERINHER LS & 0 8Rr] DUBG S RGEHY NFS RS54,

6.3. GUEHIRHKEE L 15
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HE® br0 v

Pt @

FHHERD

RRLA P

1. SPOETHIEENRETR R 1P ik, FRERSFIBIAMISE, 1% 1P b A& % M B AR FH A
Rtk

2. ML B R B BIRSS 2% bridge-utils, HEM-FBaIE, MEAGEIRAIE], % /etc/

network/interfaces ECE X/, HIMPATRHAE:

auto br@

iface br@ inet static
address 192.168.88.10
netmask 255.255.255.0
gateway 192.168.88.1
bridge_ports bond@
bridge_stp off
bridge_fd 9
bridge_hello 2
bridge_maxage 12

5. 78 [Gepk] Tum, REFLEERGAIR, mE BRR]

6. £ (F%2] 5, ¥ (RIAERL) vim, S5 (FEhHEEmr] BEso, SR REIA S W —5%4E
HEIAR, WENEHERH, ISEERRIAET,

6.4 QL

OISR E LA IR :

1. fERHE, s (KR, A [KE] BT,
2. £ [EHUMIBEIR] i, RSP ENURISEHI, Balpke: (F—2],
3. £ [wtofk] vimHh, SeRiblMEfE:

16 6. K5
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FiEith standard_pool

HiIMERTNSHELMBiRhRE,

- Ei g

BERNE = file
8 @ simeE
8 B xtf ReSHELN
(% 2023-05-06 16:08:34

BEQ@

* g@ e wexs

BE8d
B & & test
[ =i filetxt
[ =l file2.txt

(1) (#higith] BOMEFTRNE LR BAIRE, A ER O AR BAF i, it EHr e
At

(2) [PREIR] ek,

(3) £ [(KEWNR] IR, JEFEHRZEIRE RSN AR

(4) iz OPF)e BONKE SR X, thal A3 “BUH/A0E" ERIRE RS, SRR
SRR e SO APl H R T e, MATDAE “HR” AR RS TIRE.

ik

1. WRELFHER S, HEARICEH RS, ] —RPERECZ DN, 28, * @ECRFE s, “?7 PChd
BAANERY, 7 ILEZNFARF, G0 AR test_1.txt, test_2.txt, 1_test.txt, 2_test.txt, file.txt
HZAER A test*txt, ?_test.txt, file.txt nJ DAVCACH DA FH AN A,
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